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= Goal: Efficient and flexible crypto processing

o ARX: Basis for many crypto algorithms (SHA, AES, etc.)

o Crypto operations increasingly common

= Power, performance benefits from specialization

= Outline
o ARX Programmable Processing Element
o Custom ARX for Pi-Cipher
o Comparison

o Conclusion




ARX Programmable Processing Element

= Flexible & Simple

o ALU — supports different widths

16 bits

= Four 16-bit ALU
= Two 32-bit ALU

= One 64-bit ALU

Rotator




Arithmetic and Logic Unit

Arithmetic and Logic Unit Truth Table
Acc Modes Operations Operation
Inst (6) | Inst (5) | Inst (4) | Inst (3) | Inst (2) | Inst (1) | Inst (0)

1 1 1 0 0 XOR (ALU 64 bits)
1 1 1 0 1 ADD (ALU 64 bits)
1 1 1 1 0 INC (ALU 64 bits)
1 1 1 1 1 SUB (ALU 64 bits)

? 0 0 0 0 0 XOR (ALU 32 bits)

ﬁ 0 0 0 0 1 ADD (ALU 32 bits)

= gv‘; 0 0 0 1 0 INC (ALU 32 bits)

2 E 0 0 0 1 1 SUB (ALU 32 bits)

2 =3 1 0 1 0 0 XOR (ALU 16 bits)

: 3 1 0 1 0 1 ADD (ALU 16 bits)

5 1 0 1 1 0 INC (ALU 16 bits)

= 1 0 1 1 1 SUB (ALU 16 bits)
0 1 1 0 0 XOR (ALU 48 bits)
0 1 1 0 1 ADD (ALU 48 bits)
0 1 1 1 0 INC (ALU 48bits)
0 1 1 1 1 SUB (ALU 48 bits)

Rotator Coefficient Memory




ARX Programmable Processing Element

= Flexible & Simple

0 Rotator

= Four 16-bit ROL

= Two 32-bit ROL

= One 64-bit ROL ==,
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‘ Rotator

Operation Mode RC3 RC2 RC1 RCO Data width
ROR (1 = 15) | 00001010101 1>F 1>F 1>F 1>F
ROR (16 = 31) | 01101010101 1>F 12>F 1>F 12>F A
=
ROR (16 = 31) | 01101010101 12>F 12>F 1>F 12>F >
ROR (32 = 47) | 10001010101 1>F 1>F 1>F 12>F ;
(=5
ROR (48 - 63) | 11101010101 1>F 1>F 1>F 1>F w
ROR (1 = 15)
ROR (1 > 15) 00011011101 12>F 12>F 1>F 12>F -9
S w
ROR (16 > 31) A
ROR (16 - 31) 01111011101 1>F 12F 12F 1>F
N
=118
5 &
ROR (1 > 15) 00000000000 1>F 1>F 1>F 12>F Z
ROR (1 > 15) g
@
- — ;tat: - — _y ALU Coefficient Memory

Modes
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RAM insts Rotator insts ALU insts

Instruction Block RAM

Instruction ADDR
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. 56 bits

iln! ANSIU0)

Software Level
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Modes RC3 RC2 _l RC1 RCO

>

4 bits

4 bits | 4 bits

« Dual-ported instruction memory allows:
A new program to be loaded while the current program progresses
« Or an early start on a new program while the rest of the program is still
loading Or seamless processing of a program that cannot entirely fit into the

on-chip memory.
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Custom ARX Implementation of
Pi-Cipher o

° S|ng|e W|dth ARX Input: X = (Xo, X1, Xz, X3) and Y = (Yo, Yi, Ya, Ys) where X; and Y, are

64-bit variables.
* Double-Width ARX Tomporaey 645t vesabtest T T
° Q u ad _Wl dth A RX ji—transformation for X:

To « ROTL7(0XFOESE4E2E1DSD4D2 + Xo + X; + Xy);
. o~ ROTL"(0xD1CCCACIC6CEC3B8 + Xo + X1 + X3);
" Ty « ROTL® (0xB4B2B1ACAAASA6AS + Xo + Xo + X3);
0 I1 12 13 4 1516 17 I(n-3)... In T3 « ROTL(0xA39C9A999695938E + X; + Xy + X3);

Ty « Tp @ T © T3

9 Ty « Tp @ Ty @ Ty

'%6"%13%2%¥35

7 e= 0 2 33

—3 =1 --—l> ;
v-transformation for Y:

[ To « ROTL'(0x8D8B87787472716C + Yy + Yo + Y3);
A ROTIL*(0x6A696665635C5A59 + Y; + Yo + Y3);
Cl0.... €13 - © Ty « ROTL®(0x5655534E4D4B473C + Yo + Y1 + Ya);
g B i i e T3 « ROTIL*(0x3A393635332E2D2B + Yy + Y + Yi);

Ts « Th @ T, @& T3

9 Ty « Ty @ Th & Ty

Tiw « To ® Ty & T3

Th « To @ T\ & Ty

o-transformation for both p(X) and v(Y):

Z3 ® T4 + Tg;
1 Zo — T5 + Tg;
4 o« Tg 4+ T
Zo «— T + Ty
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‘ Custom, Quad ARX Implementation

T Bus

Tz Bus

S by, sl
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ARX_ Load
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Throughput 1.20 Gbps  3.57 Gbps 3.68 Gbps 4.34 Gbps

Area (Slices) 227 132 154 266
Frequency (MHz) 250 371 324 347
Throughput/Area 5.4 27.7 24.5 16.7

(Mbps/slice)

ARX Performance (16-Wide Pi-Cipher)

Xilinx Virtex 7 FPGA
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Throughput 1.17 Gbps  3.09 Gbps 3.68 Gbps 4.22Gbps

Area (Slices) 227 445 447 634
Frequency (MHz) 250 254 243 245
Throughput/Area 5FS 7.1 8.4 6.8

(Mbps/slice)

ARX Performance (64-Wide Pi-Cipher)

Xilinx Virtex 7 FPGA
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Performance

m PPE

0 Pros: itis a programmable element which can be used

to implement different algorithms based on the ARX
paradigm

0 Pros: it can support different word sizes

0 Pros: puplicating the PPE can achieve 75% of the 64-bit
custom core’s throughput, but with greater flexibility
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Performance

m PPE

0 CONS: The custom hardware implementations are much

more efficient than the PPE (Area & Performance)

0 CONS: The PPE design we have so far is handicapped

because it uses a native 64-bit ALU, which we suspect lowers

the achievable frequency by increasing the critical path
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Future Work

= Further improve efficiency of the PPE

= Implement more algorithms with the PPE &

benchmark against custom hardware
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